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Introducing Mailock 

Mailock is a secure email delivery system from Beyond Encryption and is designed to provide: 

¶ a simple, effective and highly secure transport mechanism for your sensitive and confidential email content and 

attachments.  

¶ a system that allows you to send and receive secure email across multiple platforms and devices.  

¶ a means of identifying your intended recipient before permitting access to any of  your sensitive data. 

¶ a means of tracking when your intended recipient  has opened a document. 

Business Users 

If you are a business user, Business Licensing and the Company Administration portal that this document relates to are 

available to help you set your business up.  

 

Please contact the team at Beyond Encryption for further details. 

Accessing the Company Administration Portal 

Your reseller (or Beyond Encryption) will add your company to the Company Administration system and grant access to 

the portal  for at least one company ôOwnerõ. 

 

The portal is available at https://admin.beyondencryption.com  and you may access the portal using the same sign-in 

credentials that you configured during registration  for the Mailock service. 

 

Only users configured with company ôOwnerõ or company ôAdministratorõ privileges are granted access to the company 

administration portal.  

 

  

https://admin.beyondencryption.com/


 

 Beyond Encryption, 1 Gloster Court, Whittle Avenue, Fareham, PO15 5SH 
www.beyondencryption.com 

User Types 

The Mailock Company Administration system supports two distinct user types, ôOwnerõ and ôAdministratorõ: 

Owner 

An initial Company ôOwnerõ will be set up for you b y a System Admin istrator.  

 

It is anticipated that the Company ôOwnerõ role is always assigned to individuals operating within the parent  company. 

The ôOwnerõ role has the following privileges: 

¶ Can preview ôOwnerõ details. 

¶ Can create an ôOwnerõ. 

¶ Can remove an existing ôOwnerõ (cannot remove themselves). 

¶ Can send invitations to new users inviting them to use the system (single invite and bulk invite processes available). 

¶ Can suspend users preventing them from sending or reading secure emails. 

¶ Can preview and edit user details. 

¶ Can configure company settings. 

¶ Can preview ôAdministratorõ details. 

¶ Can create an ôAdministratorõ. 

¶ Can remove an ôAdministratorõ. 

Administrator 

It is anticipated that this role will be assigned to IT administration personnel operating both internally and externally to 

the parent company. 

¶ Can preview ôOwnerõ details. 

¶ Can send invitations to new users inviting them to use the system (single invite and bulk invite processes available). 

¶ Can suspend users preventing them from sending or reading secure emails. 

¶ Can preview and edit user details. 

¶ Can configure company settings. 

¶ Can preview ôAdministratorõ details. 

¶ Can create an ôAdministratorõ. 

¶ Can remove an ôAdministratorõ. 
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Dashboard 

Once you have signed in to the portal, the main system dashboard will be presented.  

 

 
 

As you will send invitations to other users within your organisation to join you on the M ailock system, the dashboard is 

designed to present a quick view of all the invitations that you have sent; both those that have already been activated by 

the invitee and those that remain pending activation.  

Users 

The Users screen provides a view on all users that are activated to use the system. You can quickly see totals showing 

the number of users, pending invitations and number of licenses and find users easily by searching for their email 

address: 
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Alongside each listed user there are ôView Profileõ and ôDelete Userõ butt ons: 

¶ ôView Profileõ is used to view and edit the details entered for each user, view linked email addresses and link 

them to shared addresses (see Shared Addresses, below). 

¶ ôDelete Userõ will remove the user allowing the licence to be re-used. Sent messages will still be readable until 

they expire (message duration  is defined in your licence agreement). 

An email icon to the left-hand side of each listed user serves as a handy ômail to:õ feature: click this link to open your 

default email client and send an email to the user. 

Adding Additional Users 

The Users screen also provides the buttons ôInvite Userõ and ôImport Usersõ to facilitate the user invite process.  

 

The screenshot below shows the ôInvite Userõ process; use this if you have just a handful of users to invite (remember to 

check the ôinvite anotherõ button if you have more than one user to invite). When you submit the completed Invite form, 

the Mailock system will send an invitation email to the user . This email contains an activation link and the user will be 

activated on the system if they can open the email (proving ownership of the Inbox) and click the activation link that it 

contains.  

 

 
 

If you have a large number of users to invite on to the Mailock system, the ôImport Usersõ button reveals a file import 

process (see screenshot below). 
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The file import process imports data from a Comma Separated Variable (CSV) file and a template file outlining the format 

required is available for download on this page. The template CSV file defines the following fields for each user that is to 

be imported:  

¶ Unique Reference (optional): Use this optional field if you have unique identifiers for each user (perhaps from an 

Active Directory export containing SIDõs). Use of this field allows Mailock to detect name changes in users and 

prevents a second user being configured on the system. 

¶ Primary email address (required): This is the users primary email address for their email account. 

¶ FirstName (required): The userõs first name. 

¶ LastName (required): The userõs last name. 

Once you have created your User Import CSV file adhering to the specified format, use the file browsing control to locate 

this file on your computer . Click the Upload button to upload your file  and the portal will display a preview of your import 

file similar to the one shown below:  

 

 
 

The import preview will show you totals of the number  of: 

¶ new users your import will add to your company account. 

¶ users in your import have already been invited but remain pending activation.  

¶ existing user records are being updated (perhaps with a name change). 

¶ users who exist in your company account but are not present in the import file; you may wish to consider removing 

these users. 

¶ users in your import who will remain unchanged from any previous imports or separate invitations. 

¶ users with an email address which isnõt in your secure send domain list (see ôDomainsõ below) 

If the import wizard detects any errors in your CSV file these will be reported in the preview screen; an example of an 

import from a file containing errors is shown b elow; correct your CSV file and return to the Users screen to Upload your 

new file. 
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Once you are happy with the invitations displayed in the preview screens, click the ôApply Changesõ button. 

Shared Addresses 

Mailock allows multiple email addresses, such as a business and a personal address, to be linked to one account , 

however email addresses linked in that way may only be used by the one account. There are times, however, when you 

need multiple users to ôshareõ the same email address, for example: 

¶ To support Shared Mailbox, Distribution groups, or generic emails such as enquiries@... or info@... 

¶ For holiday coverage allowing a colleague to send and receive secure emails when another colleague is out of 

office. 

¶ To allow support staff to shadow an executiveõs emails. 

To cater for these scenarios itõs possible, in Company Admin, to set up an email address as ôsharedõ so that multiple 

accounts can be linked to it . 

 

Note: when configuring an email address for sharing, the email must first be available as an activated email address within 

your company i.e. you must complete the invitation and activation process for the email address. You may achieve this by 

adding the email address as an additional email address to an existing user account (Company Owners may find this the 

most convenient method) or configure a new user account specifically for this email address.  

 

The Shared addresses screen displays the shared email addresses that you have configured for your users: 
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To add an address for sharing, click the ôAdd shared addressõ button to display the list of activated email addresses 

associated with your company. Locate the email address that you wish to share and click the ôshare this addressõ button 

alongside it. A success message will be displayed to confirm that you have configured the email address for sharing and 

the email address will appear in the list of shared addresses displayed when you select ôShared addressesõ from the left 

hand menu. 
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With the email address set up for sharing, you must now configure which users it will be shared with. Select the ôUsersõ 

screen by clicking on the option on the left of the screen  and locate the user who needs access to the shared mailbox. 

Click on their ôView Profileõ option and select the ôEmail addressesõ tab at the top.  From the screen displayed (see below), 

click the ôAdd Shared Addressõ button to list all the shared email addresses available. 

 

 

 
 

Click the ôAdd this addressõ button alongside the required shared address to give access to the selected user. 

 

 
 

  



 

 Beyond Encryption, 1 Gloster Court, Whittle Avenue, Fareham, PO15 5SH 
www.beyondencryption.com 

Once youõve added the shared email address a confirmation screen is displayed and the shared email address appears in 

the list of email addresses linked to the user. Click the ôRemove this addressõ button alongside the shared email address 

if you wish to withdraw access for the user. 

 

 
 

Invitations 

The Invitations screen displays all the invitations that you have sent out to your company users (example shown below) 

and the status of those invitations.  

 

Invitations have a life of 10 days after which they will expire and you will have to resend them. If you have invitations that 

have expired, the ôResendõ button that appears to the right hand side of each user in the pending invitations list allows 

you to resend the invitation.   

 

Again, we have provided an email icon to the left hand side of each listed user which serves as a handy ômail to:õ feature: 

click this link to open your default email client and send an email to the user. 
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Company Settings 

Information and configuration information for your company is managed via the Company Settings section . Within this 

section you can switch between the following tabs: 

Company 

The company tab allows you to view the company name that we have configured for your company, please contact us if 

you require any changes to this name. This tab also displays the number of users that have accepted your invitations and 

activated their accounts. 

 

 

Branding  

When you send a secure email through the Mailock system, the email that your recipient receives is a templated 

notification message that can be branded to promote your company. An example of this notification message is shown 

below for our Beyond Encryption company.  

 

Note the company logo and assurance text òSecurity is of paramount importanceêó that anyone receiving our secure 

emails will see.  
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The Branding tab (shown below) allows you to configure the logo and the assurance text that is inserted into the 

notification emails that your users send when sending secure messages. Logo files must be .png or .jpg format and no 

larger than 50kB in size.    

 

 

Trigger Words 

When your users send unsecure emails from within Outlook i.e. emails where they havenõt already elected to send the 

message securely, the Mailock Add-In detects the presence of ôtrigger wordsõ in the Subject and body fields of the 

outgoing email.  

 

The screenshot below shows the trigger words that, by default, the system uses when searching both subject and body 

fields in your userõs emails (see left hand listbox).  

 

To create your own trigger word lists, click the ôUse a set of trigger words tailored to your companyõ radio button  and type 

the words into the relevant list boxes; press the ôSaveõ button to commit your changes to the system. 
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Domains 

Use the Domains screen to configure the domains from which you will allow your users to send secure emails and thus 

prevent any of your company users from linking private email addresses and sending secure emails from them. 

 

In the example shown below the Beyond Encryption Limited account has been configured to allow only emails from 

addresses with ômailock.co.ukõ and ôbeyondencryption.comõ domains. 

 

Click the ôAdd Domainõ button, enter your domain and click the ôAddõ button to commit your changes (remember to check 

the ôAdd anotherõ checkbox if you have more than one domain to add).  

 

 
 

Note that the general format of an email address is ôlocal-part@domainõ and that only the domain element e.g. 

ômailock.co.ukõ is entered for each domain required. 
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After youõve added your domains click on ôEnforce on secure sendõ to turn it on ð the button slides to the right and shows 

ôONõ. Click on the same button to turn it off  (so that ôOFFõ is shown). 

 

If secure send is turned on the Users screen will show a message highlighting anyone with an email address that isnõt in 

your domain list: 

 

 
 

Sometimes this shows against an address which is in your list of secure send domains. This means the user has another 

email address linked to their account. Click on ôView Profileõ and then ôEmail addressesõ for more details: 

 

 
 
This shows all the email addresses linked to the account, highlight ing any which donõt match your secure send domains, 

and gives an option to remove them: 

 

 
 






