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Introducing Mailock

Mailock is a secure email delivery systemfrom Beyond Encryption and is designed to provide:

il

==

a simple, effective and highly secure transport mechanism for your sersitive and confidential email content and
attachments.

a system that allows you to send and receive secure email across multiple platforms and devices.

a means of identifying your intended recipient before permitting access to any of your sensitive data.

a means of tracking when your intended recipient has opened a document.

Business Users

If you are a business user, Business Licensing anthe Company Administration portal that this document relates to are
available to help you set your business up.

Please contact the team at Beyond Encryption for further details.

Accessing the Company Administration Portal

Your reseller (or Beyond Encryption) will add your company to the Company Administration system and grant access to
the portal for at leastonec o mp aGwn edr 6 .

The portal is available at https://admin.beyondencryption.com and you may access the portal using the same signin
credentials that you configured during registration for the Mailock service.

Only

users configured with company ©6Ownerd or company

administration portal.
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https://admin.beyondencryption.com/
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User Types
The Mailock Company Administration system supports two distinct user types, 60wnerd and: 6 Admi ni st
Owner

Aninitial Co mp any Oowllwesetufor you by a System Administrator.

It is anticipated that the Co mp any @do@vsralevay$ assigned toindividuals operating within the parent company.
The 6 Ownhagtte folowihgerivileges:

Can preview 60wnerd detail s.

Cancreateand Owier

Can remove an existing 060wner®& (cannot remove themsel
Can send invitationsto new users inviting them to use the system (single invite and bulk invite processes available)
Cansuspend users preventing them from sending or reading secure emails.

Can preview and edit user details.

Can configure company settings.

Can preview 6Administratord details.

Cancreatean O6Admini stratord

Canremove and Ad isitrmr at or 0.

= =4 =4 =4 -4 4 -4 - -8 -

Administrator

It is anticipated that this role will be assigned to IT administration personnel operating both internally and externally to
the parent company.

Can preview 60wnerd detail s.

Can send invitations to new users inviting them to use the system (single invite and bulk invite processes available).
Can suspend users preventing them from sending or reading secure emails.

Can preview and edit user detalils.

Can configure company settings.

Can preview O6Administratord detail s.

Cancred e an O6Administratord.

Can removeisam aG Ad mi.n

=A =4 =4 =8 4 -4 -4 A
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Dashboard

Once you have signed in to the portal, the main system dashboard will be presented.

Beyond Encryption Limited Sign out

Search for users |

Dashboard

@ Dashboard

TS  Invitations i New Users

& Invitations

These email addresses have been invited but haven't yet completed the sign-up These users have recently accepted an invitation and activated their accounts.
I Company Settings process. Email Address Activated
Email Address sent

D Audit Trail @beyondencryption.com 54d ago

beyondencryption.com 89d ago
abeyondencryption com 134d ago

©2018 - Beyond Encryption Ltd

As you will send invitations to other users within your organisation to join you on the M ailock system, the dashboard is
designed to present a quick view of all the invitations that you have sent, both those that have already been activated by
the invitee and those that remain pending activation.

Users

The Users screerprovides a view on all users thatare activated to use the system You can quickly see totals showing
the number of users, pending invitations and number of licenses and find users easily by searching for their email
address

Search for users |:‘
Users

& Dashboard
& Users Total users () Pending invitations ) Number of licences ) —H
« Shared Addresses Search for users |:|
£ Invitations Email Address A Status
lu Company Settings = == View Profile Delete User
D Audit Trail =) m View Profile Delete User

(=] View Profile Delete User

=] View Profile Delete User

=] Activated View Profile

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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Alongside each listed userthere are6 Vi ew &do bel e Dleuttdos er &

T 6 Vi e we & usedtd view and edit the details entered for each user, view linked email addresses and link
them to shared addresses 6ee Shared Addressesbelow).

T 6 Del et wil rehmweeithé user allowing the licence to be re-used. Sent messageswill still be readable until
they expire (messageduration is defined in your licence agreement).

An email icon to the left-handsi de of each | isted us daature:elickthe ink ta sperayoun a n d y
default email client and send an email to the user.

Adding AdditionaUsers

The Users screen also provides the buttons &6l nvite Userd

The screenshot bel ow s h o use thisihyeu have just & hardful dfsusers &o inpite @etnensber to
checkthedi nvi t e an @ yoh leavednork than bre mser to invite). When you submit the completed Invite form,
the Mailock system will send an invitation email to the user. This email contains an activation link and the user will be
activated on the system if they can open the email (proving ownership of the Inbox) and click the activation link that it
contains.

Beyond Encryption Limited Sign out

Search for users
Invite
& Dashboard
8 Users Invite users to your company
nvitations
First name
It Company Settings
D Audit Trail
Last name
Email
[J Invite another
Back to Invitations
© 2018 - Beyond Encryption Lid.
I f you have a |l arge number of wusers to i nvirnrwalsafileimmrtt he

process (see screenshot below).

Beyond Encryption Limited Sign out

Search for users Import Users
@ Dashboard Select the csv file containing the list of company users.
& Users SO
& Invitations (The structure of the csv file should be based on this template csv file.)
lu Company Settings
D Audit Trail
@ 2018 - Beyond Encryption Ltd.
Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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The file import process imports data from a Comma Separated Variable (CSViile and a template file outlining the format
required is available for download on this page. The template CSV file defines the following fields for each user that is to
be imported:

1 Unigue Reference (optional): Use this optional field if you have unique identifiers for each user (perhaps from an
Active Directory export c o n't ai ni.ftsp ofShisBiddsa)lows Mailock to detect name changes in users and
prevents a second user beingconfigured on the system.

1 Primary email address (required):This is the usersprimary email address for their email account.

FirstName (required): The user 6s first name.

1 LastName (required): The user 6s | ast name.

=

Once you have created your User Import CSV file adhering to the specified format, use the file browsng control to locate
this file on your computer . Clickthe Upload button to upload your file and the portal will display a preview of your import
file similar to the one shown below:

Beyond Encryption Limited Sign out

Import Users - Preview

These users haven't bee
Send Invitations?

Primary email acdress First name Last name Unique ref.

yyyyy

The import preview will show you totals of the number of:

new users your import will add to your company account.

users in your import have already been invited but remain pending activation.

existing user records are being updated (perhaps with a name change).

userswho exist in your company account but are not present in the import file; you may wish to consider removing
these users.

users in your import who will remain unchanged from any previous imports or separate invitations.

userswith an email address which isnd in your secure send domain list (see ®omainstbelow)

=A =4 =4 =4

=A =4

If the import wizard detects any errors in your CSV file these will be reported in the preview screen; an example of an
import from a file containing errors is shown b elow; correct your CSV file and return to the Users screen toUpload your
new file.

Beyond Encryptior, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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Beyond Encryption Limited Sign out

Import Users - Preview
@ Dashboard Mailock-CompanyUsers-Sa
& Users . .
Errors were found in the file
= ES Please correct the errors and try again
Note: lines can be commented out using the #' character.
b Company Settings
2 Audit Trail Line Error Content
12 The PrimaryEmailAddress field is required.
13 The PrimaryEmailAddress field is required.
14 The PrimaryEmailAddress field is required.
© 2018 - Beyond Encryption Ltd
Once you are happy with the invitations displayed in the

Shared Addresses

Mailock allows multiple email addresses such as a business and a personal addresgo be linked to one account,
however email addresses linked in that way may only be used bythe one account. There are times, however, whenyou
need multiple users to 0 ¢é$ohexampld t he same email addr es s,

1 To support Shared Mailbox, Distribution groups, or generic emails such as enquiries@... or info@...
1 For holiday coverage allowing a colleague to send and receive secure emails when another colleague is out of

office.
I Toallowsupportstafftos hadow an executiveds email s.
To cater for these scenariost 6 s possi bl e, it Goemp aurpy amd einmg,i | address as

accounts can be linkedto it.

Note: when configuring an email address for sharing, the email must first be available as an activated email address within
your company i.e. you must complete the invitation and activation process for the email address. You may achieve this by
adding the email address as an additional email address to an existing user account (Conpany Owners may find this the
most convenient method) or configure a new user account specifically for this email address.

The Shared addressesscreen displays the shared email addresses that you haveeonfigured for your users:

a Shared addresses
) ‘Shared email addresses @)
- — ]
Beyond Encryptior, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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To add an address for sharing, click the6 Add shar ed a tbdlisptag theélist mfuactivated email addresses

associated with your company. Lo c at e

the email address that you wish to

alongside it. A success message will bedisplayed to confirm that you have configured the email address for sharing and

the email address will appear in the list of shared addressesdisplayedwh en you sel ect ©6Shared
hand menu.

Beyond Encryption Limited

Shared addresses

Email Address

© 2018 - Beyond Encryption Lid

dded

successi (Rercrypuon com ao

Shared emal addresses )

<

MAILOCK
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With the email address set up for sharing, you must now configure which users it will be shared with. Select the &Jsers
screen by clicking on the option on the left of the screen and locate the user who needs access to the shared mailbox.
Click ontheird Vi e w | Rerbo famgh selecttire &mail addressestab at the top. From the screen displayed (see below),

click the 6Add Shar edlthédstialed enmisabldredssed avadable.t o | i st
Search for users e —
& Users o

< Shared Addresses

Email addresses
nvitations

Addresses linked @)

Email Address

Back fo Users

©2015 - Beyond Encryption Ltd

ClickAddhehibs addressd button al on ggedceessttdtle saleeteduwser. ed s har e

Beyond Encryption Limited Sign out
Add shared address

Email Address

©2018 - Beyond Encryption Lig

@ MAI LOC K Beyond Encryptior, Gloster Court, Whittle Avenue, Fareham, PO15 5SH

www.beyondereryption.com
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Once youdve added the shared email address a confirmati on
the list of email addresseslinked t o t he user. Click the O6Remove this addre
if you wish to withdraw access for the user.

Beyond Encryption Limited Sign out

Email addresses

witations
ke Company Setings success! (- vvton com adea

Addresses linked )

Email Address Type
Main
Other

Shared

© 2018 - Beyond Encryption Lid.

Invitations

The Invitations screen displaysall the invitations that you have sent out to your company users (example shown below)
and the status of those invitations.

Invitations have a life of 10 days after which they will expire and you will have to resend them. If you have invitations that
haveex pi red, t he ©6Res en dod&he dghtthand side ofleach usax in the pending invitations list allows
you to resend the invitation.

Again, we have provided an email icon to the left hand side of each listed userwhichs er ves as la handyf &
click this link to open your default email client and send an email to the user.

Beyond Encryption Limited Sign out

Search for users

Invitations
@ Dashboard
& Users Pending Invitations @)
nvitations Email Address Date Invited v Expiry Date
lat Company Settings ‘beyondencryption.com 20/04/2018 07:55:57 30/04/2018 07:55:57 Resend

D Audit Trail

© 2018 - Beyond Encryption Ltd

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
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Company Settings

Information and configuration information for your company is managed via the Company Settings section . Within this
section you can switch between the following tabs:

Company

The company tab allows you to view the company name that we have configured for your company, please contact us if
you require any changes to this name. Thistab also displays the number of users that have acceptal your invitations and
activated their accounts.

Beyond Encryption Limited Sign out

Search for users

Beyond Encryption Limited

@ Dashboard

i Users

Company Branding Trigger Words Domains owners Administrators

=4 Invitations

Name Beyond Encryption Limited

Users 4
L Company Settings

D Audit Trail ’
© 2018 - Beyond Encryption Ltd.

Branding

When you send a secure email through the Mailock system, the email that your recipient receives is a templated
notification message that can be branded to promote your company. An example of this notification message is shown
below for our Beyond Encryption company.

Note the company logo and assurancetext6 Secur i ty i s of pa thatsenyana receiving pu setusen c e
emails will see.

BEYOND
ENCRYPTION

I’ve used Mailock by Beyond Encryption to secure the content of

this email.

Read my message

Security is of paramount importance to Beyond Encryption. If you have any concern
about the source of this email, please contact the sender at Beyond Encryption to verify

that we have generated this email.

Beyond Encryption

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH

@ MAI LOCK www.beyondereryption.com

DIGITAL RECORDED DELIVERY *



BEYOND
ENCRYPTION

The Branding tab (shown below) allows you to configure the logo and the assurance text that is inserted into the
notification emails that your users send when sending secure messagesLogo files must be .png or .jpg format and no
larger than 50kB in size.

Beyond Encryption Limited Sign out

Search for users

Beyond Encryption Limited

@& Dashboard

& Users
Company Branding Trigger Words Domains Owners Administrators

nvitations
The notification emails sent to recipients can be branded with your company's logo and some additional text.
e Company Settings ¥ Use branding in notification emails
Click in the box to select an image. (Images can be a .png or .jpg files.)
D Audit Trail e T S R T

ENCRYPTION!

Enter any additional text, such as words of assurance, to include in notification emails.

Security is of paramount impertance to Beyond Encryption. If you have any concern about the source of this
email, please contact the sender at Beyond Encryption to verify that we have generated this email.

© 2018 - Beyond Encryption Ltd

Trigger Words

When your users send unsecure enails from within Outlook i . e . emails where they havendd
message securely, the Mailock AddIn detects the presence of 6t r i g g e in thev Subjelcs &hd body fields of the
outgoing email.

The screenshot below shows the trigger words that, by default, the system useswhen searching both subject and body
fields i n vyo(seelefulmmdilistbex). e mai | s

To create your own trigger word lists, clickthed Us e a set of tri gger woadidButtan andityper e d
the words into the relevant | ist boxes; press the 6Savebd

Beyond Encryption Limited Sign out
Beyond Encryption Limited
L]
o
Trigger words of phrases are used by the Mailock Outiook agd-in 1o prompt the user ta send securely
s Cor Use the system defaull set of Irigger words
9 7 ® Use a sel of irigger words lailored 10 your company
Agdd each word of phrase on a separate ine In the relevant list
Subject and body Subject only Body only
account . confidential investment
certificate sort code
Investment
invoice
offer
passport
paysiip
pension
private
secret
© 2018 - Beyond Encryption Ltd
MA I 0 K Beyond Encryptior, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
L C www.beyondereryption.com
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Domains

Use the Domains screen to configure the domains from which you will allow your users to send secure emailsand thus
prevent any of your company users from linking private email addresses and sending secure emails fromthem.

In the example shown below the Beyond Encryption Limited account has been configured to allow only emails from
addresses withdnailock.co.ukdandd beyondencryption. comd domai ns.

Beyond Encryption Limited Sign out
Beyond Encryption Limited

& Dashboard

Emall address domains can be used 1o restrict users to only sending secure messages from company addresses.

It Company Setting: Enforce on secure send OFF

mailock.co.uk

beyondencryption.com

©2018 - Beyond Encryption Ltd

Click the ©6Adrdentroyonadomad ard glicktthe 6 A dbdtfbn to commit your changes (remember to check

thAdd anot herd checkbox i f you have more than one domain
Add Domain
@ Dashboard
W Users Add an email address domain restriction to Beyond Encryption Limited

Domain

Add anather

Back to Domaine

© 2018 - Beyond Encryption Ltd

Note that the general f or ma-p artf @daonmae mai |a nald dtrheasts oinsl yé It
6mail ock.co.ukd6 is entered for each domain required.

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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After youdve added your domai ns c!l i étkebation sbdEsrd the righteandshows e c u
0 O Nddick on the same button to turnitoff ( s o t hashownOFF& i s

If secure sendis turned on the Users screen willshow a message highlighting anyonewithan e mai | addr ess
your domain list:

Email Address A Status
-ébeycndencr}-‘ption.com
= @agmail.com

@beyondencryption.com

@gmail.com

1
9]
T
[w]
T
1!
T
L,
T

@beyondencryption.com

Sometimes this shows against an address whichis in your list of secure send domains. This means the user has aother
emailaddressl i nked to their wclknafdthered@EImad K cafdrodiokeidesmils:s 6

This shows all the email addresses linked to the accounthighlightinga ny whi ch donét match your
and gives an option to remove them:

Beyond Encryptior, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
@ MAI LOCK www.beyondereryption.com
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